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CNETMOS - Cloud Network Monitoring

Pacific Tech’s CNETMOS is a Value-Added-Service (VAS)
which provides monitoring and alerting service of your
critical network devices. This service is offered to
network firewalls from Fortinet and Sophos.

Benefits:

+* Get Alerts for problems and potential problems

that could interrupt WAN connectivity.

% Insights in internet usage trending and make
better capacity
Understand your network threat landscape
Centralized portal to view all your device health
status
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Service Features

Receives email alert for device health
High CPU

High Memory

High WAN link utilization

WAN link failure

Portal access to

View Malware trend

View Intrusion Attack trend
View Device Alert trend

View Device Health Status
View Global Alert

View CNETMOS Threat briefing

Dashboard
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Contact Us

Forgot password

Device Alert

@ Home

Last § Viruses detected
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CNETMOS - Cloud service architecture
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SNMP POII DDev.ic(: I-Ilhealth status a
CNETMOS Cloud Manager polls each monitored device
via SNMP protocol every 5 minutes. For security N T
reason, each monitored device is configured to only T R @
accept SNMP poll from the Cloud Manager IP Address.
CNETMOS Cloud Manager polls each monitored device o
for:
e CPU utilization Service * ¥ status *%  Last Check *# Duration *#
CPU Usage OK 07-10-2017 22:42:47 3d6h21m7Ts
*  Memory Utilization v I 02z | 2o
® WAN port utilization wan2 07102017 22:41:11  24d 5h 11m 25
e WAN Port link status
Email Alert
CNETMOS Cloud Manager as SNMP trap receiver to slert_do_not_reply@paciictech comsg | smmert@vediciec.comso
receive traps from monitored devices. C-NETMOS:: Pacific Tech SaleOffice F100D is DOWN
c N ETM 0 s Actio n This is a PROBLEM notice that Pacific Tech SaleOffice FG100D is DOWN!
Host IP is 27.54.50.226
CNETMOS triggers and email alert to subscriber’s IT Duration s 0d 0h 0m 0s
Admin when the monitored device’s CPU, Memory, Date/Time: Fri Jun 9 08:33:51 SGT 2017
WAN port utilization exceeds threshold or when it’s summary
monitored WAN port goes ‘down’. o e e s
Your C-NetMOS Support Team
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CNETMOS Portal — Monitored CPU, Memory, Firewall Sessions, WAN port utilization

Overview # Home - Device Stal

Overview Alert

Device Status Device : FG800C3913803335 E| Last 7 days E

Zoom: click-drag, Pan: shift-click-drag, Restore: double-click
CPU & Memory Usage (%)

— Cpu—memory
50 *

04 Jul 05 Jul 06 Jul 07 Jul 08 Jul 09 Jul

Total Sessions

2000 — session

5 1000
o
o L bl sl e a2 a1
04 Jul 05 Jul 06 Jul 07 Jul 08 Jul 08 Jul
Bandwidth (Kbit/ss)
— received — sent

400
w
=
8 200
¥

0 P L1 1

04 Jul 05 Jul 06 Jul 07 Jul 08 Jul 09 Jul

Top 5 Malware Blocked (this month)
CNETMOS Portal
Malware_Generic.PO
CNETMOS Cloud Manager provides easy to use Portal Mo B
for subscriber to view monitored devices for: I
% Top Malware detected and trend e
% Top Intrusion Attack detected and trend 5 H 7 v 3
+* CNETMOS Threat brief
++» Global Threat information
+* Device Alert notifications Monthly Malware Trend
+» Download monthly report "
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Please contact our Sales personnel to subscribe to this 022017 | 032017 042017 052017 062017 | 072017
service or email us at sales@pacifictech.com.sg

Copyright© 2017 Pacific Tech Pte Ltd. All rights reserved. Pacific Tech, CNETMOS, and certain other marks are registered trademarks of Pacific Tech, in the
Singapore jurisdictions. Nothing herein represents any binding commitment by Pacific Tech, and Pacific Tech disclaims all warranties, whether express or
implied, except to the extent Pacific Tech enters a binding written contract, signed by Pacific Tech’s appointed Counsel, with a purchaser that expressly
warrants that the identified service will perform according to certain expressly-identified performance metrics and, in such event, only the specific
performance metrics expressly identified in such binding written contract shall be binding on Pacific Tech. For absolute clarity, any such warranty will be
limited to performance in best effort professional service performed by Pacific Tech’s personnel. In no event does Pacific Tech make any commitment
related to future deliverables, features or development, and circumstances may change such that any forward-looking statements herein are not accurate.
Pacific Tech disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Pacific Tech reserves the right
to change, modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.
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